Creating Azure Active Directory Domain Controller and Client Machines

Things you will need:

1. Microsoft Azure Account (You can make an account and they will give you $200
in credits to use for 30 days)

In this guide, | will be walking you through how to setup an Active Directory Server and
Client Machine in Microsoft Azure. At the end of this tutorial, you will understand how to
setup a Domain Controller, join a Windows machine to a domain, setup users, and
configure roles. If you’re ready, let’s begin.

Part 1, Preparing the environment:

1. Begin by creating a new resource group. Go to the search bar at the top and type in
resource groups. Click on the resource groups selection.
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2. You should see a page called resource groups. Click on create.
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3. You can leave the subscription and region selection as their default selection. Give

the resource group a name and then click on review and create.
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4. Azure will run a validation check to ensure everything is in order before allowing you

to create it. The validation check should pass and will enable you to proceed. Click
create at the bottom of the page.
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5. Now you should see your newly created resource in your resource groups page. You
should have also gotten a notification that the resource group was created.
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6. This step is important. Before we create the virtual machines, we need to create the
virtual network. In the search bar at the top, type in virtual network and click on it
from the drop-down menu.
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7. Inthe virtual network dashboard, click on create to make the new virtual network

that both your Windows Server and Windows 10 machines will connect to.
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8. Inthis first tab, click on the drop-down list for resource group and select the
resource group you made in the earlier steps. Also give your virtual network a name.
Once this is done, click on the IP addresses tab at the top.
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9. Here you want to go ahead and create the IP address and number of addresses to
use. These are done in CIDR notation. Go ahead and pick an IP address and range
you wish to use. I’'m doing the IP address 10.1.1.0 with a CIDR notation of /24. That
will give 256 addresses and its more than enough for this project. Click on Review
and create.
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10. You should be ready to create the virtual network. Go ahead and click Create.
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You have completed the prerequisite and are ready to move on to the next part
of this tutorial.

Part 2, Creating Virtual Machines:

1. We need to create the two virtual machines. Start by typing in virtual machines in
the search bar and clicking on it.
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2. Inthevirtual machine dashboard, you want to click create and click on azure
virtual machine.
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3. You will be greeted with this screen below. The three things you need to do is
select the existing resource group you created earlier, give your virtual machine a
name, and make sure you select the same region as the resource group and
virtual network.
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4. Scroll down a little bit and select the Windows Server 2022 Datacenter: Azure
Edition Hotpatch from images drop down. You will also select the Standard
dc2sz_v3 -2 vcpus, 16gib memory from the size drop down. Finally, create a
username and password for the administrator account.
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5. Scroll back to the top and select Networking from the top row.
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6. Allwe are doing here is making sure we select our virtual network we created
earlier. Once you verify that we are using the already created virtual network,

click on review and create.
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7. ltwillrun another validation check. Once it says validation passed, click on
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8. This part will take at least a minute or two. It is provisioning the virtual machine.
Once this is done, it will say the deployment is complete. Now that we made the
virtual Windows Server machine, let’s go ahead and make a virtual client

machine. Click on create another vm.
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9. The settings for this virtual machine will be like the virtual Windows Server
machine. Make sure you select the same resource group and region as the
virtual windows server and virtual network you created in earlier steps. Give the
client virtual machine a name. Scroll down a bit after this is complete.
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10. Go ahead and select the Windows 10 Pro image from the image drop down.
Select the Standard dc2ds_v3 - 2 vcpus, 16 gib memory size. Finally, create a
username and password for the administrator account. At the very bottom of the
page, check the box that says, “l confirm | have an eligible Windows 10/11
license with multi-tenant hosting rights.”
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11. Scroll back to the top of the page and select the Networking tab.
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12. Make sure the virtual network and subnet are identical to the virtual server we

created earlier. Click on review and create.
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13. This will perform another validation check. Once it says validation passed, click
create at the bottom of the screen.
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14. Wait for it to finish deploying. Once it is done, you will be ready to begin
provisioning the server and client for Active Directory. Click home.
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You have completed this part of the tutorial and are ready to move onto the
next part.

Part 3, Configuring the Virtual environments:

1. From the home screen, click on the virtual machines button under azure

Azure services

2. You should see both virtual machines we just created earlier. Click on the
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3. You’ll know you clicked the correct virtual machine when you see Windows
Server as the operating system in the overview tab. Make a note of the Private
IP address. Click on Network Settings under the Networking tab.
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4. Click onthe Network Interface name.
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5. Click on the name towards the bottom of the page. A tab will open. Click on
the static option for the Private IP address. Click on Save.
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6. Click onvirtual machines at the top.

2SS e o o ) W 2 copicx arabiandiagono®y

Home | Virtusly e ings > de-1924.
g dc-1924.2: [P configurations
Network ntetace

O Refresh
@ o
1P Settings
B aciitylog
Ba. Access control (AN Ensble 9 forward a
@ ny
Virtual network
« setings
= * y ) None
B2 ONS servers
Sibnet* © default (100.00/24) 249 free 1P aadresses
@ Network securty group 249 nee P addressen
11! Properties
o 3 virtual machine's ework intrface contrller, You can add 3 many
8 Locks iy 10 & network interface, within the mis d in the Azure kmits article. Leam

> Moritoring
> Automation + add ke prevar
> Hep

Name WPersion  Type Private IP Address. Public 1P Address.

ot primary 100,04 (static) 20165105227 (dc-1ip)




7. Click on the Windows Server virtual machine.
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9. Onthis screen, it will show options as to how to connect to the virtual
machine. I'm using windows myself so I'm going to download the RDP file. If a
prompt comes up asking about whether to keep or delete the file, select
keep. It should download the RDP file.
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11. Another prompt will ask for the password you created when you made the
virtual machine. Enter the password and click OK.
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12. One last prompt will come up. Click on yes.
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13. It should load Windows Server virtual machine. Once we confirm this,
minimize this and go back to azure.

14. Make a note of the Windows Server Private IP address if you haven’t already.
You will need it shortly. Click on the client Virtual Machine.
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S ® @ @ & owsbsndegonn@y &)
| £ D ®a 0 & - -




15. On the client machine, click on Network settings.
e | R

Home 5 Virtual machines > dent-1

Virtual machines r4 client-1| Connect  * %
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16. Click on the Network Interface Card.
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Home > Virtual machines > client-1
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17.Click on DNS Servers.
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18. Now this is the part where you’ll put in the Windows Server’s Private |IP
address. Click on custom where it says DNS servers, type in the Windows
Server's Private IP address, and finally click save. Close out of your Windows
Server remote session as well.

= Microsoft Azure 5 Search rescurces, services, and Gocs (G+/) | B
Hom hine:

ient-1 | Network settings > client-1518_23

& client-1518 23 | DNS servers  x X

Applied DNS servers
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19. Click on virtual machines at the top.
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20. Click on the client machine.
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21. Click on restart. This will take a few minutes.
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22.Now we need to remote into the Windows Server machine. Click on the RDP
file we downloaded earlier and enter the password that was created earlier.
Follow the prompts until you see the desktop for Windows Server.

7‘ (D Refresh 2 Troubleshoot v 55 More Options Vv &7 Feedback

&= Connecting using

Public IP address | 20.165.105.227 e
v)
Admin userna == Windows Security
Port (change)
e problems o
jyRsnecses  Enter your credentials
These credentials will be used to connect to 20.165.105.227.
Most com
hbahhur
Q
iin Center = Password
Native RD| eecsssccssee
Connect vi
19 needed. R4 | Remember me
b1 Public IP a

curity groups

ger

\/ More ways to connect (4)

recovery

23.You should see server manager. On the top right, click on manage and then
from that drop down menu click on add roles and features.

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

g P




24.\When the pop up appears, click on next.

s to ma

jJroup

vertodl

server

2ability

1ance

ults

naae
[ Add Roles and Features Wizard - [m] X
. DESTINATION SERVER
Before you begin e
This wizard 'helps you install roles, role s_ervices, or features. Vou_det.ermine which ro!es, role services, or
features to install based on the comp needs of your such as sharing documents, or
Installation Type hosting a website.
Server Selection R
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:
* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed
If you must verify that any of the preceding prereq have been cc d, close the wizard,
complete the steps, and then run the wizard again.
To continue, click Next.

[[] Skip this page by default

<o o

25. Click on next again.

nanaae

e A

dd Roles and Features Wizard

cq{ Select installation type

[m] X

DESTINATION SERVER

de-1

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

Server Selection

machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

(O Remote Desktop Services installation

Install

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.




26. Everything on this page is good as is and should be left at default. Click on
next again.

napadae
[ Add Roles and Features Wizard - m] X
o{ Select destination server TN et

Before You Beain Select a server or a virtual hard disk on which to install roles and features.

Installation Type elect a server from the server pool

er Selection O Select a virtual hard disk
Server Roles Server Pool
T Features
Filter: | |
Name IP Address Operating System
dc-1 10.0.04 Microsoft Windows Server 2022 Datacenter Azure Editic|
< >

1 Computer(s) found

This page shows servers that are running Windows Server 20 2 or a newer release of Windows Server,
and that have been added by using the Add Servers commar {1 in Server Manager. Offline servers and
newly-added servers from which data collection is still incomle’z are not shown.

< Previous Next > Install | Cancel

27.Check the box that says Active Directory Domain Services.

napaae
2 Add Roles and Features Wizard - a X
DESTINATION SERVER
vclf Select server roles de
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Server Selection [P Active Directory Certificate Services A Active Directory Certificate Services

(AD CS) is used to create

Server R [] Active Directory Domain Services I E -
— " O Active Directory Federation Services cemﬁcat!on authorities and reléted
REEE [] Active Directory Lightweight Directory Services role services that allow you to issue
[] Active Directory Rights Management Services andimanage cestificatesused/ava
— [[] Device Health Attestation variety of applications.
| [C] DHCP Server
[] DNS Server
[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ Hyper-v

[J Network Controller

[ Network Policy and Access Services

[ Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (11S)

[] Windows Deployment Services v




28. Another pop up will appear. Click on Add Features.

Napade
& Add Roles and Features Wizard - O X
S | ] DESTINATION SERVER
d elect server rol &2, Add Roles and Features Wizard X de-1
X
| Add features that are required for Active Directory
i il ?
Domain Services? btion
You cannot install Active Directory Domain Services unless the Di’EC‘O’)_’ Domair? Services
following role services or features are also installed. ) stores information about
| on the network and makes
[Tools] Group Policy Management lormation available to users
4 Remote Server Administration Tools twork administrators. AD DS
— 4 Role Administration Tools pmain controllers to give
4 AD DS and AD LDS Tools k users access to permitted
Active Directory module for Windows PowerShell es anywhere on the network
4 AD DS Tools lh a single logon process.
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools
Include management tools (if applicable)
— | Add Features l \ Cancel |
} < Previous ‘ Next > ‘ [ Install ‘ | Cancel
29. Click on next.
apage
T2, Add Roles and Features Wizard - [m] X
DESTINATION SERVER
14 Select server roles i
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection 0O A Active Directory Domain Services

Features
AD DS

Confirmation

Active Directory Certificate Services
tive Directory Domain Services

[C] Active Directory Federation Services
[C] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[C] DHCP Server
[C] DNS Server
[] Fax Server
I [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[ Network Controller
] Network Policy and Access Services
[ Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
[C] Web Server (11S)
[[] Windows Deployment Services

(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

< Previous

Next > |

l Install H Cancel




30. Click on next again.

to mapaae
= Add Roles and Features Wizard - [m] X
oup
DESTINATION SERVER
rtoclf Select features e
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection IR NET Framework 3.5 Features A .NET Framework 3.5 combines the
Server Roles 1 [m] .NET Framework 4.8 Features (2 of 7 installed) power of the NET Framework 2.0
- 1 [] Background Intelligent Transfer Service (BITS) AP_IS \'wth —— te€hnolog|es for
! = /| BitLocker Drive Encryption (Installed) b“'ld'"_g app]iqtlons that offer
e AD DS [] BitLocker Network Unlock appealing user interfaces, protect
) [] BranchCache your customers' personal identity
bility Confirmation ] Client for NFS information, enable seamless and
[ Containers secure communication, and provide
[ Data Center Bridging the ability to model a range of
[ Direct Play business processes.
+/| Enhanced Storage (Installed)
nce [] Failover Clustering
Group Policy Management
ts [[] Host Guardian Hyper-V Support
[] 1/0 Quality of Service
[C] 1S Hostable Web Core
[C] Internet Printing Client
[C] 1P Address Management (IPAM) Server
[1 LPR Port Monitor v
< >
< Previous | | Next> I [ Install ‘ | Cancel
31. Click on next one more time.
napadae
[& Add Roles and Features Wizard . [m] X

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Confirmation

v Active Directory Domain Services

DESTINATION SERVER
de-1

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource

sharing and collaboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a

minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web

apps.
Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

<Previous|| Next > | ‘

Install ‘ | Cancel




32.Check the box that says restart the destination server automatically if
required. Click yes to the prompt that appears, and then click install.

lapade
{2 Add Roles and Vizar - O
- Confirm installation selections o

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory 0 adq Roles and Features Wizard
Group Policy Man

Remote Server Ad If a restart is required, this server restarts automatically,
Role Adminid without additional notifications. Do you want to allow
automatic restarts?
ADDS 4
Act

0 e ]

T

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

33. It will begin to install Active Directory Domain Services and other needed
add-ons. Once installed, click close to return to the server manager
dashboard.

napage
[z Add Roles and Features Wizard . m] X
. DESTINATION SERVER
'c{ Installation progress de
View installation progress
o Feature installation
Configuration required. Installation succeeded on dc-1.
‘ag Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
— Promote this server to a domain controller

roup Py Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel




34.The next step would be getting the domain promoted to Domain Controller. In
the server manager dashboard, click on the flag on the top right and click on
promote this server to a domain controller.

35. Check the box that says add a new forest and create a root domain name.
You can choose whatever you want. I’'m going to use rdproductions.com.
Click next.

Ires

[z Active Directory Domain Services Configuration Wizard — m} X
- . TARGET SERVER
up  Deployment Configuration v

L(
Deployment Configuration

Domain Controller Options

Select the deployment operation

(O Add a domain controller to an existing domain

Addit Arfiane - .
Additional Options O Add a new domain to an existing forest

Paths ® Add a new forest
Review Options ) . . . i
Specify the domain information for this operation
Prerequisit
to Root domain name: rdproductions.com

— More about deployment configurations




36. Create a password and then hit next.

res
[ Active Directory Domain Services Configuration Wizard - [m} X
2
. . TARGET SERVER
4§ Domain Controller Options v
tq
Deployment Configuration ) .
Select functional level of the new forest and root domain
Domain Controller Options
— . Forest functional level: ‘ Windows Server 2016 = l
DNS Options
Additional Options Domain functional level: [ Windows Server 2016 = l
Paths Specify domain controller capabilities
[— Review Options Domain Name System (DNS) server
O Prerequisites Check V] Global Catalog (GC)
— Read only domain controller (RODC)
lit
Type the Directory Services Restore Mode (DSRM) password
Password: ‘..noio.o.oo. ‘
e
Confirm password: |ooooooooooo-| |
| More about domain controller options
< Previous |~ Next> Install l

37.leave the default and hit next.

res
[ Active Directory Domain Services Configuration Wizard - a X
0
. TARGET SERVER
ug DNS Options de-1
t I A, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x
Deployment Configuration i . .
| Specify DNS delegation options
Domain Controller Options
Create DNS delegation
DNS Options
Additional Options
— Paths
to Review Options
— Prereguisites Check
lit]
e
— More about DNS delegation
< Previous | [ Next» l l Install l




38. Keep clicking next until you get to prerequisites check option. It’ll run a check
to make sure things are good and then click install. It will take some time for
it to configure completely. Once complete, it will restart the server.

res
[z Active Directory Domain Services Configuration Wizard - O X
i TARGET SERVER
i Prerequisites Check de
| @& All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X
Depl - . B ; o -
. Prerequisites need to be validated before Active Directory Domain Services is installed on this -
Domain Controller Options | computer
DNS Options Rerun prerequisites check
Additional Cptions
| | Paths @ View results
[0 Re Ootions 1. Windows Server 2022 domain controllers have a default for the security setting named
- "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
- Prerequisites Check cryptography algorithms when establishing security channel sessions.
lit

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

e . This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

1, If you click Install, the server automatically reboots at the end of the promotion operation.

|| More about prerequisites

< Previous Next > | Install | | Cancel l

39. You will log back in after giving it a few minutes to restart. You will use the
domain name you picked \ username. In this tutorial mine is
rdproductions.com\hbahhur. Password is what you made during the active
directory setup. If done correctly, your server manager dashboard will look
like this.

WELCOME TO SERVER MANAGER

M om" o
TS NEW ,

A NORE

ROLES AND SERVER GROUPS
foier 3 | Senergroups1 | Serers tosh




40. Now that the domain controller is ready, we need to create users. Type in the
search bar “Active Directory Users and Computers”.

Server Manager * Dashboard

WELCOME TO SERVER MANAGER
m o‘i:“c,w%t': ocal serve
" | feat

WHAT'S NEW.

sge Services >

est match

_ Active Directory Users and Computers
op

ERl © active directory users and computers T Y

41.You’ll need to make two organizational units. Right click on your domain
name, select new, and then click on organizational unit. Name it
_EMPLOYEES. You will repeat this one more time to make one called
_ADMINS.

’ ] Active Directory Users and Computers - ] X
| File Action View Help
e [z HE PeETa%
Creatg : Active Directory Users and Com|| Name Type Description
A o~ Saved Qu?ries 1] Saved Queries Folder to store your favo...
LONNY > & rdprodu~iam=== -
Delegate Control... n
Find...
Change Domain...
Change Domain Controller...
Raise domain functional level...
- Operations Masters...
1 New > Computer E
- All Tasks > Contact
Properties Croup @ !
InetOrgPerson |
HEE msDS-ShadowPrincipalContainer
msimaging-PSPs H ;
MSMQ Queue Alias I
Organizational Unit i
Printer
User
: > Shared Folder
Creates a new item in this container.




on admins, highlight new, and then click user.

42.Click on the arrow next to your domain name to extend the menu, right click

id r

] Active Directory Users and Computers

idd File Action View Help

e @z HE | TRETa%

eatq ] Active Directory Users and Com|| Name

e > % Saved Que.vies a4 rdproductio...
v rdproductions.com ] saved Queries

> E _ADI‘"""
=] EmI Delegate Control...

>

> [ Built Moyve...

> [ Comr Find...

> (2] Dom

> [l Fore _ >
> [] Man All Tasks >
>

1 User
Cut

Delete

Rename
Properties

Help

< >

Type Description
Domain
Folder to store your favo...

Computer

Contact

Group
InetOrgPerson
msDS-ShadowPrincipalContainer
mslmaging-PSPs
MSMQ Queue Alias
Organizational Unit
Printer

User

Shared Folder

@l m |

Creates a new item in this container.

43. Fill out the first, last name, and user logon. After this click on next.

IS, -
& Active Directory Users and Computers

la File Action View Help

(9%

New Object - User

atg ] Active Directory Use
5 (] Saved Queries

IN§ v 3 rdproductions.cq & Createin:  rdproductions.com/_ADMINS

> 3| _ADMINS
> @1 _EMPLOYEES
—1 > [ Buittin First name: [shane | Intials: | |
> [ Computers
5 & Domain Cont ~ Lestname: Ibahhur I
! ’ 9 ForeignSecur Full name: Ishane bahhur I
| > ] Managed Ser|
> [l Users User logon name:
|shane| l [@mbmdudions‘oom v‘

User logon name (pre-Windows 2000):

IRDPRODUCTIONS\

I Ishane I

<Back [ Net> || Cancel |

A~ mm |




44. Create a password for the user. Now this part is how you wish to go about it. |
unchecked the box that says user must change their password at next login
and checked password never expires. When you’re ready, click on next.

ri . B -
| & Active Directory Users and Computers - O
d File Action View Help
— N — 4
Lo A1eal (N NE S ey =
New Object - User X

ity ] Active Directory Use
» || Saved Queries
NE v 5 rdproductions.cq & Createin:  rdproductions.com/_ADMINS
> ol _ADMINS
> [2] _EMPLOYEES
= » | Builtin Password: locooouoooooc I
» [ Computers
> 2] Domain Cont
> [ ] ForeignSecur
> [ Managed Ser|
» ] Users [[] User cannot change password

Cotmprmer | |

[[] User must change password at next logon

A~ |

[ Account is disabled

< ==

45.You’ll see an overview screen of the user you’re planning to create. If you’re
happy with it, click on finish.

n :] Active Directory Users and Computers - O
d File Action View Help

esp o asrasam=a
t New Object - User X

y ] Active Directory Use

» [ Saved Queries

4 v 3 rdproductions.cd & Createin:  rdproductions.com/_ADMINS
> =l _ADMINS

> [2] _EMPLOYEES|
— 5> [ Builtin When you click Finish, the following object will be created: -

> [ Computers
» 2 Domain Cont
» [] ForeignSecur| User logon name: shane@rdproductions.com

Full name: shane bahhur

’ 4 Managed Ser| | 1he password never expires. -
» || Users

oo [Fm] | coce




46. We are going to grant the user admin privileges. Click on the _ADMINS group,
right click the user you created, and then click properties.

: ] Active Directory Users and Computers X
qd File Action View Help
e | 2@ 0| XE2 BRI P RETER
(C = | 7Active Directory Users and Com|| Name Type Description
> [ Saved Queries ‘
4 v 3 rdproductions.com Copy...
i,] -ADMINS Add to a group...
> 2] _EMPLOYEES N
| 2 b Disable Account -
> | Builtin
> [ Computers Reset Password...
> [2] Domain Controllers Move...
> _j ForeignSecurit?lPrincipal: Open Home Page
| > i{ Managed Service Accour Send Mail -
> | Users ~
All Tasks > |
Cut (
Delete
Rename
Properties
Help
< >
B Opens the properties dialog box for the current selection. N
47. A pop up with a lot of tabs will display. Click on the tab at the top that says
member of and then click on add.
ddrf ] Active C‘uew:;c ry Users and | shane bahhur Properties ? X
ddd File Action View Help Remote control Remote Desktop Services Profile COM+
4= Q[ Lal ‘ *" B | { Generl  Address  Account Profle  Telephones  Organization
reatd Member Of Dialin Environment Sessions
4 O Active Directory Users and
> [ Saved Queries Member of:
onng v '3:3 Ivj_productions.com Name Active Directory Domain Services Folder
%J -ADMINS Domain Users rdproductions.com/Users
> =] _EMPLOYEES
— > [ Builtin
> [] Computers
> 21 Domain Controllers
al: 1 > j ForeignSecurityPrin
_ > ] Managed Service Ac|
> [ Users —
HE Al
Add... Remove @ Ma
o Eve
Primary group: Domain Users
Ser
. There is no need to change Primary group unless
SetFamay GUp w0y have Macintosh clients or POSIX-compliant Per
applications.
BP/

[0 [ e || [




48. In the large white box on this pop up, type in Domain Admins. Click on check
names. If its typed correctly, it will underline the bottom. Click on ok.

in B Active Directory Users and shane bahhur Properties ? X ‘ . O W
id File Action View Help Select Groups X

*® *' & | g = ‘ : Select this object type:
atg ] Active Directory Users and ( |Gmups or Built-in security principals | [ Object Types... ‘

> [ ] Saved Queries

N§ v 3 rdproductions.com ipuitislocaion;

=1 _ADMINS |rdprodudionsoorn | [ Locations... ‘
] > E -EM?LOVEES Enter the object names to select (examples): |
’ :‘ Builtin Domain Admins [ check Names ‘
> [] Computers =
> (21 Domain Controllers
1 > [ ForeignSecurityPring
i > [] Managed Service Ac| Advanced... I OK | [ Cancel ‘ —
> ] Users I -
[ |
‘ Add... ‘ ‘ Remove G
Primary group: Domain Users
§ There is no need to change Primary group unless
Set Paman Goue o have Macintosh clients or POSIX-compliant
applications.
<
n OK || Cancel || ool Help —
49. Click on Apply and ok.
d roles and features shane bahhur Properties 7 X
da B Active Directory Users and Remote control Remote Desktop Services Profile COM+ - =
File Action View Help General ~ Address  Account Profle  Telephones  Organization
- Member Of Dial4n Environment Sessions
At | 2|mE| & O]
] Active Directory Users and Member of:
nng > [ ] Saved Queries Name Active Directory Domain Services Folder
v 4 rdproductions.com Domain Admins rdproductions.com/Users
2| _ADMINS Domain Users rdproductions.com/Users
> (@] _EMPLOYEES —
> [ Builtin
> [ Computers
01 > (2] Domain Controllers
= > [] ForeignSecurityPrin —
> [ Managed Service Ad i-
> [] Users ||
‘ Add... ‘ l Remove @
Primary group: Domain Users
. There is no need to change Primary group unless
Set Paman Goue o have Macintosh clients or POSIX-compliant
applications.
= I ok 1 cancel Apply Help —




50. Now we’re ready to join the client machine to the domain. Go back to azure
and go to virtual machines. Click on the Windows 10 virtual machine.

oarabiandragono@ya.

I—

Virtual machines = %
+ creste v 2 switchtoclassic (O Resenvations @ Manageview v () Refresh L oporttocsv Y Openquery £ Maintenance
Filter for any field Subscription aquals all Type equals all Resousce group equals oll X Location equals all X " Add filter
Showing 1102 of 2 records. No grouping v [Zzustview v
[ Name + Subscription Resource group T4 Location T4 Stats Ty Operating system Ty size Ty Public IP address 4 Disks 74
[ cientd Azure subscription 1 South Gentral Us Funning Windows Standard_DC2ds 3 20649010 )
(WL R Azure subseription 1 South Central US. Running Windows Standard_DC2dsv3 20165105227 1
page [1 v et AP Give foedback

51. Click on connect, and then from the drop-down menu, click on connect.

Virtual machines

Default Divectory

+ Create

page [1

Switeh to classic

KA client-1

‘ | 3 overview
B Actvtylog
B Accass control 0400
©
X Diagnose and solve probiems
> comect
+ Networking
@ Networksettings
@ Load balancing
@ Appication securty groups
@ Network manager
> Settings
> Ay + scsle
> securty
> Backup + dsaste recovery
> Operations
> Monitering
> Automation

Help

I ® copiot

@ hivor (1 061 Al network ports ol b resited on ek sacurity groups aocited 0 your vl machine.

@ (_Help me copy this VM in any region

o ¢ s [ st0p

Statu Running
Location South Central Us (Zone 3)

Subssription (v wbecription 1

Subseription 1D Seafs0-c760-4182-860c (06120650013

Avaiabilty zone i3

Tags (edin) + Add tagy

Properties  Monitoring  Capabilities (8)  Recommendations (8)  Tutorials

I8 Virtual machine
. cient-1

Windows (Windows 10 ro)

Ready
274149111390

Disabled

Proximity placement group

@ Delete

2 cuses

AP reedback

O Refresh [ Openin mobile

JSON View
Operating system & Windows (Windows 10 Pro)

Size  Standard DX

3 2 vepus, 16 Gi@ memony)

Nel/detalt

+ 12/16/2024, 155 AMUTC

R Networking
bt 9 address 20649010 (Network iterace cient-151873
pic 1D acres (96
sdcress 10005

P
P
P address (IPv6)

Ksubret  Act y-Net/defaul
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52. Click on download RDP file. It will download the login info for the windows 10
machine for us to log into it.

> Search resources, services, and docs (G+/)

0 B @ & Sesbandgonodya. C:-

& c‘lhlént‘-I | Connect  *

() Refresh R Troubleshoot 55 More Options &P Feedback

B2 pubiic 1p address | 2064300 v

T o

' More ways to connect (4)

page [T o1

53. Just like with the Windows Server virtual machine, a prompt will come up.

Click on connect and log in with the credentials that you made when you
created the VM.

MM I MMM LIS | RV T e T

Admin b Remote Desktop Connection security warning X
Port (c!

0 The publisher of this remote connection can't be identified. Do you want to connect
Just-in! anyway?

This remote connection could ham your local or remote computer. Do not connect unless you know where
Most this connection came from or have used it before.

k:) Publisher: Unknown publisher
Type: Remote Desktop Connection
Remote computer: 20.64.90.10

B
Na

Col () Dont ask me again for connections to this computer
ne¢

oul (> Show Details Connect
ul &




54.0nce you’re logged in, if a prompt comes up, click accept, and then it will
take you to the desktop. From here, Right click the start menu, and click on
system.

55. When the page loads, on the right side, you will see an option called Rename
this PC (advanced). Click on it.

Settings

@ Home About

Your PC is monitored and protected. Related settings

BitLocker settings

System See details in Windows Security
Device Manager

Display Device specifications Remote desktop

Device name client-1 System protection
Sound
Processor Intel(R) Xeon(R) Platinum 8370C CPU @ 2.80GHz
279 GHz Advanced system settings

Notifications & actions 40G
Installed RAM 240 GB Rename this PC (advanced)

Device ID B20D4B78-A9BC-4F1C-A812-CA179D8B8SET

REEToE Product ID 00331-10000-00001-AA356

System type 64-bit operating system, x64-based processor Help from the web
Power & sleep
Penandtouch  No pen or touch input is available for this display
Finding out how many cores my
processor has
Storage Copy
Checking multiple Languages support

Tablet
pie Rename this PC

@ Gethelp

Windows specifications & Give feedback

Multitasking

Projecting to this PC

Edition Windows 10 Pro
i 22H2

Shared experiences Version 22H2

Installed on 12/16/2024

System Components OS build 5247

Experience Windows Feature Experience Pack 1000.19060.1000.0

Clipboard
Copy

Remote Desktop Change product key or upgrade your edition of Windows

Optional features Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms
About




56. A smaller pop up will appear. Click on change.

See details in Windows Security

Device System Properties X
] Computer Name  Hardware Advanced System Protection Remote
Device na
Processor . Wirtmrt:ow:t use:( the following information to identify your computer
== onthe network.
Installed f Computer description: ||
. F le: "Kitchen Computer" or "Mary’
Device ID Cg;‘?:gﬁé en ~ompuieror “arys
Product | Full computer name: client-1
System ty] Workagroup: WORKGROUP
Penandt L; :s: Ika ]vsizard to join @ domain or workgroup, click Network ID...
Copy
To rename this computer or change its domain or
workgroup, click Change. e
Renamg¢
Windo
Edition
Version Cancel Apply
Installed on 12/16/2024
OS build 19045.5247

57. Another pop will appear. On the bottom half you will see member of, check
the box that says domain. You will enter the domain you made on the
Windows Server machine. After this click on ok.

See details in Windows Security

Device System Properties

Computer Name/Domain Changes X imote
Device na

You can change the name and the membership of this computer
Processor computer. Changes might affect access to network resources.
Installed F :I

. Comput : ’
Device ID | = _mp S s
client-1 |

Product I[

Full computer name:
System ty| | client-1
Pen and t| )

Wore... ik ID...
o
@ opq Memher
(® Domain:
Irdprodudions.coml I g€
Renam+ O Workgroup:
WORKGROUP
Windo
| OK I Cancel

Edition
Version OK Cancel Apply
Installed on 12/16/2024

NS hnild 1aNAS 5247



58. There will be a prompt for you to enter the username and password for the
user you created back in windows server. Enter those credentials in and click
ok.

See details in Windows Security

Device “-*

. . mote
Device na
Processor You can change the name and the membership of this computer

computer. Changes might affect access to network resources.

Installed F :

Comnuter name- land

Windows Security X

Computer Name/Domain Changes

Enter the name and password of an account with permission to b
join the domain.

’ shane ‘ l:l

000000000000 o
|
OK Cancel
version T Carcer Apply
Installed on 12/16/2024
OS build 19045.5247
Experience Windows Feature Experience Pack 1000.19060.1000.0

59. You will get a message saying welcome to the domain. Click ok and then you
should see a prompt to restart. Let the virtual machine restart and you will be
able to log in with the credentials of the user you just created.

Device ¢

. mote
Device na
Processor You can change the name and the membership of this computer

computer. Changes might affect access to network resources.

Installed F :]

. Computer name: lary’s
Device ID 2 I o

client-1
Product Il

Full computer name:
System ty | client-1

Pen =+ i
Computer Name/Domain Changes X | j!rk ID...

\:I
o Welcome to the rdproductions.com domain. :I ge...

’

Windo)
OK Cancel
Edition
Version OK Cancel Apply
Installed on 12/16/2024

OS build 19045.5247



From this point on, the machine has joined the domain. The tutorial is complete.

If you wish to go further, you can add more users by following steps 42-49 in part 3 of the
tutorial.

You can also make more virtual client machines by following steps 8-13 in part 2 of the
tutorial. (be mindful of the remaining credits you have left).

Important Note: If you do not want to burn through your azure credits and be charged,
make sure to stop all virtual machines running when you are done using them.

If you are having issues with setting up anything in one region, pick another region but make
sure everything else is in the same region. If you’re having issues setting up a virtual
machine in US east and you pick south central as the region, you’ll have to go back and
recreate the resource group and virtual network and select the same region.



